CS 4740 Programming Assignment 6

Introduction: Log analytics is a common big data use case that allows you to analyze
log data from websites, mobile devices, servers, sensors, and more for a wide variety

of applications such as digital marketing, application monitoring, fraud detection, ad

tech, gaming, and loT.

Goals: Understanding streaming data processing in real time. Hand-on experience to
build a system to collects, ingests, and processes the streaming data.

Please follow the tutorial below (steps 1-8):

https://aws.amazon.com/qgetting-started/projects/build-log-analytics-solution/

Please refer to “WHAT TO SUBMIT” section when you are following the tutorials.

The figure below gives a brief introduction to each step. These steps are
corresponding to the steps in the tutorial.

Step 2: Create an Amazon Kinesis
Firehose Delivery Stream
Create a delivery stream that will be used
to stream data from webserver to the 53
storage. In this step, the destination 53 is
connected to the delivery stream.

Step 1: Set Up
Prerequisites
Use EC2 instance
to emulate the
webserver to
generate log data.
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Step 6: Create an Amazon Kinesis Analytics
Application
Create an analytic application that analyzes
the data collected from the webserver and
sends the output results to Elasticsearch
through the delivery stream created at Step 5.
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Step 3: Install and Configure the Amazon
Kinesis Agent
Install Kinesis agent on EC2 instance and
start sending data to 53 using the stream
created in Step2. In this step, the source
webserver is connected to the created
delivery stream in Step 2.
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Step 7: View the
Aggregated Streaming
Data
View output on
Kibana, a popular
visualization and
reporting tool.
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Step 5: Create a Second Amazon Kinesis
Firehose Delivery Stream
Create a delivery stream that will be used
to stream data from the analytic
application to the Elasticsearch service, At
this step, it is connected to the
Elasticsearch service.

Step 4: Create an Amazon Elasticsearch

Service Domain
Create Elasticsearch service domain,

which is a popular open-source search
and analytics engine for use cases such

as log analytics, real-time application
monitoring, and clickstream analytics.




Notes: (please be sure to read the notes before you do the corresponding
steps)

If the tutorial does not mention what to select in the process and we do not give any
notes below, keep the default option!!!

Step1: (1) Create an IAM role when you create EC2 instance

Click “Create role” -> select “AWS service” -> select “EC2” -> select “EC2 Allows
EC2 instances to call AWS services on your behalf.” -> Next: Permissions -> Select
policy “AdministratorAccess” -> Next: Review -> Input the name -> Create role

The “AdministratorAccess” will allow EC2 instance to access all AWS resources,
including Amazon Kinesis Firehose and Amazon CloudWatch.

Create role o e o

Trust Permissions Review
Attach permissions policies
Choose one or more policies to attach to your new role.
Create policy & Refresh
Filter: Policy type Q, Search Showing 313 results
Policy name « Attachments « Description

v » Wi AdministratorAccess 1 Provides full access to AWS services and res... .
» B AmazonAP|GatewayAdministrator 0 Provides full access to create/edit/delete API...
» AmazonAP|GatewaylnvokeFullAccess 0 Provides full access to invoke APIs in Amazo
»y W AmazonAP|GatewayPushToCloudWatchLogs 0  Allows API Gateway to push logs fo user's ac...
» 7] AmazonAppStreamFullAccess 0 Provides full access to Amazon AppStream v...
» W AmazonAppStreamReadOnlyAccess 0 Provides read only access to Amazon AppStr...
» W AmazonAppStreamServiceAccess 0 Default policy for Amazon AppStream servic...
»  BF AmazonAthenaFullAccess 0 Provide full access to Amazon Athena and sc..
» BB AmazonChimeFullAccess 0 Provides full access to Amazon Chime Admi...
» B AmazonChimeReadOnly 0 Provides read only access to Amazon Chime...
» B AmazonChimeUseriManagement 0 Provides user management access to Amaz. ..
» 8 AmazonCloudDirecioryFullAccess 0 Provides full access to Amazon Cloud Direct...
» AmazonCloudDirectoryReadOnlyAccess 0 Provides read only access to Amazon Cloud...
» AmazonCognitoDeveloperAuthenticatedldentities 0 Provides access to Amazon Cognito APls fo...

* Required
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So IGNORE the tutorial “Access Management (IAM) role configured with permission
to write to Amazon Kinesis Firehose and Amazon CloudWatch”.

(2) Prepare Your Log Files

Download “Fake Apache Log Generator”
Install git: sudo yum install git

Download: git clone https://github.com/kiritbasu/Fake-Apache-Log-Generator.git




Install requirements: cd Fake-Apache-Log-Generator
sudo pip install -r requirements.txt
Use “generate infinite log file” to run the program:
cd /var/log (it is important to store your generated log files in /var/log/)

sudo python /home/ec2-user/Fake-Apache-Log-Generator/apache-fake-log-gen.py -n
0-0LOG

Step2: After you click “3. Click Create Delivery Stream.”, enter the stream name as
shown in the fig below, and skip “4 b. For Delivery stream name, enter web-log-
ingestion-stream.”

] Step 1: Name and source New delivery stream 0

Delivery streams load data to the destinations that you specify, automatically and continuously. Kinesis Firehose resources are
not covered under the AWS Free Tier, and usage-based charges apply. For more information, see Kinesis Firehose pricing

Delivery stream name™ web-log-ingestion-stream

Acceptable characters are uppercase and lowercase letters, numbers, underscores, hyphens,
and periods.

Step3: modify the configuration file located at /etc/aws-kinesis/agent.json

filePattern: should be specified to “/var/log/*access*log”

Step4: For Set the domain access policy to, choose Allow open access to the
domain.

Before you take the above step: select “Public access” first, then you will see this
option.

Stepb: After you click “3. Click Create Delivery Stream.”, enter the stream name as
shown in the fig below, and skip “4 b. For Delivery stream name, enter web-log-
aggregated-stream.”

I Step 1: Name and source New delivery stream 0

Delivery streams load data to the destinations that you specify, automatically and continuously. Kinesis Firehose resources are
not covered under the AWS Free Tier, and usage-based charges apply. For more information, see Kinesis Firehose pricing

Delivery stream name* | web-log-aggregated-data

Acceptable characters are uppercase and lowercase letters, numbers, underscores, hyphens,

and periods



In Step 6-step13: In the SQL editor, enter the following SQL code

You need to copy the code to the window below, and make sure the format of
the code is exactly the same as that in the tutorial before you click “ Save and
run SQL.”
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Before step 16, you need to click “Connect to destination”. After step 16, you
need to choose:

In-application stream name* DESTINATION_SQL_STREAM v &

WHAT TO SUBMIT:

1. Screenshot of your created IAM role for your EC2 VM instance
2. Screenshot of Firehose delivery streams you create on the aws console

https://console.aws.amazon.com/firehose/home?region=us-east-1#/dashboard/list

3. Screenshot of the Amazon Elasticsearch Service Domain you create
4. Screenshot of the Amazon Kinesis Analytics Application you create

5. Screenshot of the Kibana website

Please submit all the screenshots in one PDF file.



