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Goal of this PA

» Gain hand-on experience about EC2



Steps:

(i) Create an AWS account.

(i) Launch a database instance.

(i) Create an EC2 Instance and Install a
Web Server.
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Steps of PA1

* Step 1: Create an AWS account
 Step 2: Launch a database instance
- 2.1: Create and configure a VPC

- 2.2: Create a RDS instance

 Step 3: Create an EC2 instance and Install a Web Server

Make sure you start this assignment when you have at least 2-3 hours
available!



Step 1. Create an AWS account

* Create a free account on https://aws.amazon.com/
* Apply for AWS Educate here
https://aws.amazon.com/education/awseducate/apply/

While applying you do not select the option “AWS Educate Starter
Account”.

Please apply ASAP!!



Step 2: Launch a database instance
--Step 2.1: Create and configure a VPC

* Please read carefully and follow the tutorial in

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP Tu
torials. WebServerDB.CreateVPC.html

There are some changes from the tutorial, be careful about those
notes.



Step 2: Launch a database instance
--Step 2.1 Create and configure a VPC
Note 1: Choosing the region
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aws Services v Resource Groups v % A® Tanmoy0s8 v  N.Virginia v  Support ¥

Step 1: Select a VPC Configuration

VPC with a Single Public

St In addition to containing a public subnet, this configuration adds a private

subnet whose instances are not addressable from the Intemet. Instances in Intemet, S3,
the private subnet can establish outbound connections fo the Intermet via Dynag&ni‘,f %
VPC with Public and the public subnet using Network Address Translation (NAT). :
Private Subnets
Creates:
VPC with Public and A/16 network with two /24 subnets. Public subnet instances use Elastic IPs Amazon Virtual Private Cloud
Private Subnets and fo access the Intemet. Private subnet instances access the Intemet via Public Subnet Private Subnet
Hardware VPN Access Nefwork Address Translation (NAT). (Hourly charges for NAT devices F— f r
(w ®
VPC with a Private Subnet m -
Only and Hardware VPN
Access

Cancel and Exit



Step 2: Launch a database instance
----Step 2.1 Create and configure a VPC
Note 2: Different availability zone

* When creating the second subnet, choose an Availability Zone
different from the one that you chose for the first private subnet. For
example, if you choose us-east-1a for the first subnet, then choose
us-east-1b for the second subnet.



Step 2: Launch a database instance

----Step
Note 3:
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Description -

P& Security Group

launch-wizard-1 created 2018-05-08T0%:___
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Open to Every Instance of the world
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[o.0.0.0/0 | & o

Mo resulis




Step 2: Launch a database instance
----Step 2.1 Create and configure a VPC
- Note 4: Same routing
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VPC Dashboard
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Your VPCs

| subnets
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Public subnet
PA_1-Private 2
@ PA_1-Private 1

%

*

Subnet: subnet-04ecef203b19e8830

Description

Flow Logs

Edit route table association

Route Table: rtb-0dabG03aa638a8097

Subnet ID

subnet-0046912c28e54cec2
subnei-02a817ef968eab883
subnet-04ecef203b9e8830
subnet-ab808584
subnel-762c162b
subnet-65349h6a
subnet-0dc1af6g
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Route Table
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Ineal
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State

available
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VPC 7
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172.31.64.0/20 Endpoints

Endpoint Services
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Security Groups
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Public subnet
@ PA 1-Private 2
PA_1-Private 1
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Subnet: subnet-02a817ef968eab883

Description

Flow Logs

Edit route table association

Route Table: ib-0da8693aa638a8097

Subnet ID

subnet-0046912c28e54cec2

subnet-02a617ef066eab883

subnet-O4ecel203bM9e8830

subnet-ab808584
subnet-762c162b
subnet-65349b6a
subnet-Odc1di69
subnet-28915162
subnet-814862be

Route Table

Destination

10.0.0.0/16

Target

local

Network ACL

1to10of1

State

available
available
available
avaiable
available
avaiable
available
available

available

VPC

vpc-034cas6feasg3obd | .
vpc-034cas6f8aegaibd | ..
vpc-034cas6f8ac9aiobd |
vpc-119b066a
vpc-119b066a
vpc-119b066a
vpc-119b066a
vpc-119b0E6a

vpc-119b066a

Tags



Step 2: Launch a database instance
--Step 2.2: Create a RDS instance

* Please read and follow the tutorial on:

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP Tut
orials.WebServerDB.CreateDBInstance.html

Notes:

i)  When creating DB instance, for the storage type: select “General
purpose (SSD)”.

i) Please remember the Master password



Step 3: Create an EC2 instance and Install a
Web Server

e Create an EC2 Instance and Install a Web Server. Connect the web
server to the RDS database. Please read and follow the tutorial on

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP Tut
orials.WebServerDB.CreateWebServer.html




Step 3: Create an EC2 instance and Insta
Note 1: Download key-pair

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,

they allow you to connect to your instance securely For Windows AMIs, the private key file is required

to obtain the password used fo log into your instance. For Linux AMIs, the private key file allows you to
securely 3SH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI

| Create a new key pair v]
Key pair name
\PA1-key-paid

Download Key Pair

‘You have to download the private key file (~ pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created.

P M Launch instances |




Connecting to EC2 instance using putty

* To connect the instance you create from Windows, you will need to
use Putty or an SSH client.

* Follow this tutorial:

https://linuxacademy.com/howtoguides/posts/show/topic/17385-use-
putty-to-access-ec2-linux-instances-via-ssh-from-windows




Step 3: Create an EC2 instance and Install a Web Server
--Note 2: Change in commands

e sudo yum update -y
-remove the -y option if it does not work
e sudo yum install -y httpd24 php56 php56-mysqind



Step 3: Create an EC2 instance and Install a Web Server
--Note 3: Setting the dbinfo.inc

 DB_SERVER — Endpoint of the database instance without port

« DB_USERNAME, DB_PASSWORD and DB_DATABASE values are set
from RDS instance

1 <’php

3 define('DB SERVER', 'tutorial-db-1nstance.cuginu3hidqn.us-east-1.rds.amazonaws.com');
4 define('DB USERNAME', )i
o define('DB PASSWORD', ) ;
6 define('DB DATABASE', 'sample');

b



Step 3: Create an EC2 instance and Install a Web
Server —Note 4: Finding public DNS name of EC2

instance for dbinfo.inc
* You can find the endpoint values from the created RDS instance.

Summary

DB identifier

cPU Info Class
tutorial-db-instance ' 1 2.50% & Available db.t2.small
Role Current activity Engine Region & AZ
Instance I O Connections MySQL Community us-east-l1a
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
Connectivity & security
Endpoint & port Networking Security

Endpoint
storial-db-instance.cuqginu3hi8qgn.us-east- |

Port
3306

Availability zone

us-east-la

VRPC
tutorial-vpc (vpc-05550439556e7 14fc)

VPC security groups

tutorial-db-securitygroup (sg-0b219883c8fct15de)
( active )

Public accessibility
No



Step 3: Create an EC2 instance and Install a Web
Server —Note 5: Finding the RDS username and

info.inc

database name for db

Amazon RDS X

Dashboard

Instances

Clusters
Performance Insights

Snapshots

Reserved instances

Events

Event subscriptions

Recommendations

arn:aws:rds:us-
east-1:214656367649:db:pal-db

Engine

MySQL 5.7.22

License Model

General Public License

Created Time
Thu Sep 13 09:09:20 GMT-400 2018

DB Name

sample

Username

PA1_user

Option Group
default:mysql-5-7

Parameter group

default.mysql5.7 (in-sync)

Resource ID
db-ASE63KVK3VSKYGHBBVX4MPAKRA

IAM DB Authentication Enabled

Availability zone

us-east-1b

VPC
PA-1-VPC (vpc-034ca56f8ae93f0b4)

Subnet group
pa_1-db-subnet-group

Subnets

subnet-04ecef203bf9e8830
subnet-0046912c28e54cec2
subnet-02a817ef968eab883

Security groups
PA-1-db-securitygroup
(sg-00e479e64e27e7b77)
(active)

default (sg-06b8254269e896¢ce)
( active)

Publicly accessible
No

Endpoint

pal-db.cuginu3hi8gn.us-
east-1.rds.amazonaws.com

Certificate authority

Instance Class

db.r4.xlarge

Storage Type
General Purpose (55D)

Storage
20 GiB

Availability and durability

DB instance status

backing-up

Multi AZ
No

Backup and Restore

Automated backups
Enabled (7 Days)

Backup window
03:27-03:57 UTC (GMT)

Copy tags to snapshots

Yes

Auto minor version upgrade

Yes

Maintenance window
thu:06:05-thu:06:35 UTC (GMT)

Pending Modifications
None

Pending maintenance

none
Encryption details

Encryption enabled
No




Step 3: Create an EC2 instance and Install a Web
Server —Note 6: Finding the RDS Password for

dbinfo.inc

» Use the master password set for your user during creation of the RDS
instance as value for DB_ PASSWORD.




Step 3: Create an EC2 instance and Install a Web Server
--Note 7: Change in SamplePage.php

* In the SamplePage.php file, please replace the header tag
(<h1>Sample page</h1>), with a header tag with your computing ID
(e.g., <h1>ts5xm</h1>).

e Please add your name and address classroom (Thronton Hall 303) to
the database.



Deliverables - 1

.a‘w_f. Services v  Resource Groups v % Il E N. Virginia ¥ Support v

Amazon RDS X DS

Dashboard Instances (7}

Instances

Clusters
Performance Insights DB instance A Engine ¥ Status ¥ CPU Current activity ¥ Maintenance ¥ Class ¥ VPC Multi-AZ ¥
Snapshots
pal-db-instance MySQL @ available [11.31% I 0 Connections none db.t2.small vpc-034ca56f8ae93f0ba No
Reserved instances
¢ >

Subnet groups
Parameter groups

Option graups

Events

Event subscriptions

Recommendations



Deliverables - 2

Test Page

This page is used fo test the proper operation of the Apache HTTP server afler it has been installed. If you can read this page, it means that the Apache HTTP server installed at this site is working property.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website you just visited is either experiencing problems, or s undergoing You may now add contentfo fhe directory vz /2t Note that until you do 5o, people visiing your website will see fhis page,
roufine maintenance. and not your content. To prevent this page from ever being used, follow the instructions in the fle /evz rstpd/eont d/weleone conf,
IF you would ike to lef the administrators of this website know that you've seen this page instead of the page you expected, you You are free to use the image below on web sites powered by the Apache HTTP Server:

should send them e-mail. In general, mail sent fo the name "webmaster" and directed to the website's domain should reach the

appropriate person. ygmPowered by 24

=APACHE

For example, if you experienced problems while visifing w.example.com, you should send e-mail to "webmaster@example com'.



Deliverables - 3

Sample page

NAME ADDRESS
| | | Add Data

ID|NAME | ADDRESS |
1 [[ts5xm ||[Room 220, Rice Hall
2 |test XYZ




After Finishing the Assignment

* In https://console.aws.amazon.com/rds/ for RDS, right click on the DB
instance and select ‘Take snapshot”, name it as “pal-done”. When the
snapshot has been created, delete your RDS instance.

* In https://console.aws.amazon.com/ec2/ for EC2, right click on your
VM instances and select “instance state ->stop” (NOT “terminate”!)
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Questions?




